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• Packet networks must have buffers to absorb short-term 
arrival rate fluctuations

• A pesky side effect is the tendency for buffers at busy fast-to-
slow transitions to fill up causing excessive delay and 
removing the ability to absorb bursts creating long persistent 
queues of packets

• This became a hot topic in Internet circles starting at the end 
of the 80s

• The idea of randomly dropping packets and other “drop 
preference” approaches to Adaptive Queue Management 
(AQM) were proposed

• Random Early Detection algorithm paper published by Floyd 
and Jacobson in 1993 generated a lot of interest

• Issues with the algorithm and misconceptions about dropped 
packets have kept AQM from being deployed
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The Internet has packet buffers to handle the normal 
burstiness of statistically multiplexed networks - good

Persistent or standing queues of packets develop at 
“fast to slow” transitions - not so good

Fat Pipe

Skinny Pipe

Buffer:
Waiting Room for the skinny pipe

A 1KB packet takes 0.08 ms @ 100 Mbps, 1.6ms @ 5Mbps,
16ms at 500 Kbps
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• A long-lived transfer should try to keep the “pipe” full: means there 
should be a round trip time (RTT) worth of packets in flight. This 
“pipe” is just the latency of traversing links along the way

• Buffers for small to moderate links should be order 1-2 RTTs
(100ms) to handle transients, otherwise severe dropping during 
connection start ups causes timeouts and link starvation

• A persistently full buffer means good link utilization but an order of 
RTT delay added to each packet (more if buffers are oversized)

• If instead a small packet queue persists in each buffer, good link 
utilization and a fraction of the delay

• RED and other AQM attempt to ensure this “sweet spot”: always 
something ready to send on the link but not a lot of packets 
hanging around 
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To control traffic, understand it

• Most packets transported using TCP/IP

➡ Lots more variations in 2011 than in 1990s

➡ One invariant - takes an RTT+ for response (to a drop)

➡ Multiple drops to same flow within an RTT cause pathologies (e.g. timeouts)

• Want to orchestrate dropping pattern to keep the network 
link pipe full, not the network buffers
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compared to half the bottleneck link bandwidth in the high leverage case). Thus to achieve the same level 
of queue reduction, the router has to use a much higher drop rate.

The bottom of Figure 5 shows the case where there is no communication at all between the receiver and 
sender and, thus, no end-to-end servo loop to amplify the router’s RED loop. We refer to this case as low 
leverage since the bandwidth reduction the router gets for each drop is simply the packet dropped. For this 
type of traffic the router might have to use a very high drop rate, as much as 100%, to match the input rate 
to the output rate and stabilize its queues.

The RED control law in the router must account for drop leverage. The low leverage case is simple to ana-
lyze: one packet’s worth of bandwidth reduction per packet dropped and a requirement that the queue size 
vs. drop rate curve have 100% as its maximum. The medium leverage case is also simple since it’s also a 
constant bandwidth reduction per drop but with a larger multiplier than the low leverage case -- as much as 
4 packets / RTT reduction per drop. The high leverage portion of the control law curve is the most complex 
since it is determined by the details of TCP’s congestion avoidance algorithms.  It is also the most crucial 
since, because of the high leverage, even a small excess drop rate by the router results in large bandwidth 
reductions by the source(s), resulting in bottleneck starvation and poor network efficiency. In the next sec-
tion we develop an analytic model of TCP’s congestion control dynamics and use it to derive the high 
leverage portion of the RED control law.

2.3.2  The behavior of large TCP flows through a bottleneck

We begin to develop our traffic regulator by looking at the case of a single long-lived TCP flow. Assume 
there’s a network path with a single bottleneck link. At the bottleneck ingress router, suppose we pick a 
fixed threshold value and make the router drop a packet whenever the average queue size reaches this 
value. If we run a single, long-lived TCP transfer through the router and monitor the TCP congestion win-
dow (data in transit) and queue at the router, the result will be perfectly periodic sawtooth waveforms 
something like Figure 6.

Figure 6: Congestion window and bottleneck queue behavior for a single TCP

Figure 7 is an annotated blowup of one cycle of this waveform. At the point (arbitrarily) marked as time 0 
the queue at the router has just reached the threshold and a packet has been dropped. This drop causes the 
TCP sender to reduce its current window by half (we are ignoring the one round trip time (RTT) delay 
between the drop and the sender’s window reduction since the timescale of the sawtooth is long compared 
to an RTT). In order for there to be a queue of size Q (the drop threshold) packets at the gateway, the TCP 
window had to large enough to fill the bandwidth * delay product (pipesize) of P packets plus Q excess to 
create the queue. Since the pre-drop window was P+Q, the post-drop window is (P+Q)/2. This window is, 
in general, less than P so the pipe is partially empty and the router’s queue goes away (the flat portion of 
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TCP opens its congestion window until 
it gets a drop. As the number of packets 
in the congestion window grows, 
eventually creates a queue at bottleneck 
link
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Major Features of RED

• Uses a running estimate of the average queue 
size over recent past to indicate congestion

• Uses this value as an input to a control law that 
determines the probability that the next arriving 
packet is dropped

• This probability is used to calculate a count of 
packets to arrive before a drop is performed. 
Drop probability increases with average queue

• If the buffer is full, packets are “tail dropped”
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RED Queue Contoller

•Output queue size is observed 
and its samples are smoothed 
with an EWMA

•EWMA is used to select a 
probability for the packet dropper

• Packet dropper uses this to 
randomly select a count of packet 
arrivals before dropping
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2.3.1  All drops are not created equal

The reason why traffic type has an effect on the router’s RED servo loop is because that loop may be 

embedded in one of two larger (end-to-end) loops and, depending on the traffic type, the router’s control 

action may be greatly magnified by the outer loop.

The top of Figure 5 shows a large (compared to the bandwidth*delay product) TCP flow through the router. 

When the router’s RED drops a packet, the TCP receiver notices the hole in its data stream and communi-

cates that fact to the sender via ‘duplicate acks’. These, in turn, tell the sender of the drop which it (cor-

rectly) interprets as congestion, reduces its congestion window by half, and retransmits the missing packet 

(these are the ‘fast retransmit’, ‘fast recovery’ and ‘congestion avoidance’ algorithms described in 

[Stevens]). Thus in exactly one round-trip-time, a single drop by the router has reduced the load caused by 

this TCP by a factor of two. We refer to this situation as high leverage since the outer, transport level con-

gestion avoidance servo loop works in concert with the router’s RED loop to create large reductions in the 

router’s queue.

The middle of Figure 5 shows a TCP conversation where there isn’t enough data in transit to trigger ‘fast 

retransmit’, either because the sender didn’t have much to send (e.g., just a small web page) or because the 

multiplexing level of the bottleneck link is sufficiently high that this conversation’s share of the band-

width*delay product is less than 4 packets (the minimum required to trigger ‘fast retransmit’). In this case 

the sender has to wait for a timeout to repair the loss so it will stop sending data for at least a round trip 

time (typical retransmit times are 0.5 - 1 sec). We refer to this as medium leverage since the drop resulted in 

an additional bandwidth reduction but the total reduction is necessarily small (at most 4 packets per RTT 

Figure 4: The RED servo loop

Figure 5: Possible end-to-end control loops
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Floyd and Jacobson’s RED algorithm became the 
de facto AQM implemented

- It was simple

- It was elegant

- Less well known at that time...it was seriously flawed 
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In 1998

• RFC 2309 (aka “The RED Manifesto”) was 
published, recommending that network 
operators use AQM, specifically RED

• At BAL, my manager says “hey, we need to know 
how to adjust RED for different bandwidths”

• Van says “it’s trivial” 

• So I figure it sounds like fun...
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• EWMA turns out to be problematic

- can lead to drops on an empty(ing) queue

- how long to average/filter? Don’t follow transient 
bursts, do follow growing queue

• Queue checked on packet arrivals only

- Queue size in packets, not time or bytes

• Control law was flawed

- forced drops (i.e., drop every arrival), not probabilistic 
drops are the norm

- heavily and unscientifically parameterized: minth, maxth, 
wq...more like religion

Issues
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1.5 Mbps bottleneck, 10 Mbps arrival link, “ack every packet”

Used Floyd’s 98 recommendations for parameters: minth =5 
pckts, maxth =20 pckts, p=0.1, wq = 0.002. RED drops too 
infrequent

93 RED’s “average” for an FTP ramping up

RED in a Different Light Draft of September 30, 1999 21

Figure 26:  Congestion window for a single FTP through 1.5 Mbps (g=1/256)

The 93 RED implementation differs in several other ways from new RED; in particular, its filter acts as an 
averager and doesn’t follow the downward trends of the queue size. We will be comparing that implemen-
tation with the new RED for several experiments in section 5. Figure 27 shows its filtered and queue values 
for a portion of the simulation that is in “steady state” (the steady state is less steady than for new RED). 

Figure 27:  Queue and filtered values for a single TCP, 1.5 Mbps link as in [1]

Notice that the filter doesn’t follow the ramping up well and larger queue sizes result. Instead of early drop-
ping, the algorithm ends up tail dropping frequently. The larger queues and longer time between drops 
show why a slightly larger utilization might result with the less desirable smaller gain, but this comes at a 
serious delay penalty from the fuller queues as well as using up the queue resources.

TABLE 2. Bottleneck statistics 
queue utilization median 

queue
95th per-
centile 
queue

% tail drops

93 RED 0.92 9 19 32
93 RED (g=0.625) 0.87 6 10 0
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“RED light”- the search for something 
better (98-01 or so)

• Filter to find the persistent (or standing) queue

• Don’t drop arrivals to a rapidly emptying queue

• Use network science to find control law

Turned out it’s not so easy: 

“Everything works with all long-lived FTPs; nothing works 
with lots of short transfers (mice)” (for a loose definition 
of “works”)

Just what is the “persistent queue”? How should we 
detect it?
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RL Filtering for Persistent Queue

• Modified filter: follow an emptying queue down, use 
EWMA* otherwise (i.e. when filter value > q size)

• Use a smaller filter gain (i.e., average over shorter time)

• Used time-based sampling of the queue ~1ms general 
recommendation - for smaller bandwidths, ~time to send a 
maximum sized packet.

• Sampling in general should be randomized

• To follow the queue, but not too closely, a filter gain equal 
to the inverse (rounded down to next power of two) of 
the number of samples in an RTT (round trip time)

*We later realized sticking with EWMA was probably a mistake
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RL at work 
on the single 

FTP

sampled at 1 ms; filter gain of 1/16
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Figure 23:  Queue and filtered values for a single TCP, 1.5 Mbps link, gain of 1/16, ack every other packet

Figure 24:  Cwnd for a single TCP, 1.5 Mbps link, gain of 1/16, ack every other packet

Figure 21 and Figure 23 show a queue size in steady state that doesn’t exceed 5 packets; in addition to 
checking that our regulator controls a single TCP as predicted by analyzing the traces over time, we can 
monitor how well it is controlling the queue by looking at the median queue size for the entire experiment 
as well as a measure of queue size deviation. Table 1 lists the bottleneck link utilization, the median and 
95th percentile packet queue and the percentage of all drops which are “drop tail” rather than controlled or 
early drops. The three queue management schemes are: a “drop tail” queue, one using the implementation 
of [1], denoted 93 RED, and one using a new RED regulator.

TABLE 1. Bottleneck statistics 
queue utilization median 

queue
95th % 
queue

% tail drops

drop tail 0.97 17 24 100
93 RED 0.95 6 10 32

new RED 0.91 1 5 1
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8 ms)
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median
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queue 95th 
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Sample from simulation: 10Mbps link, mix of traffic. Note that 
ewma stays high while queue is decreasing
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• Van started looking for a control law that would take advantage 
of the leverage of a TCP drop and drop more if it was apparent 
(from response) that the multiplexing level was high or flows 
were not responding

• I started looking for a good way to determine how much 
persistent queue to tolerate and how to see what’s going on

• The search continues, but a decade ago we said:
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- Keep PQ under 10-30% of the buffer size (if 
a bandwidth-delay product) - smaller for 
larger bandwidths

- Small bandwidths (under 4 Mbps) need to 
be treated differently; provide at least five 
packets of buffer, allow at least two packets 
of PQ

- Exponential control law
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Not perfect, but better
The easy case: long-
lived TCPs (elephants)

But 93 RED is mostly doing forced drops!

queue shows ten seconds of a 180 sec simulation
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Not perfect, but better

The hard case:  elephants 
meet web mice

But the RED light controls better:

forced drops lead to timeouts
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Density of Queue Sizes:
1.5 Mbps link, all large FTPs

10Mbps link, all large FTPs

Note that the 90th percentile delays for the RLs is better than the median of the 93 QMs. Since a major
goal of QM is to control delay, the 93s are less suitable for this. Further, there is an “overload effect” for
the 93 after the 12 client mark. What happens is that the majority of the drop are forced drops, above the
control region.

Since the controller for the 93s and for RLP looks only at the number of packets in the queue, the quality
of the controllers can be assessed to some degree by looking at the density of the sampled queue sizes. The
next figures are all the samples for all the loads for each QM. The upper bounds are indicated on the graphs
to see how well the controller kept the queue size in range. (It is a filtered version of the queue history that
is compared to the bound, not the instantaneous queue.) To compare RLB, whose controller is not based
on packet size, the size of the RLB queue in bytes is converted to MTU sized packets. The second graph
shows the number of packets in the queue when drops occur. No drops occur when there are fewer than 2
packets in the queue for any QM, with about 8% of the 93 drops at 2 packets and about 3% of the other
three QMs drops at 2 packets. The 93s don’t do a very good job of keeping the queue below maxth. For
93, the packet queue samples exceed maxth36% of the time; for 93g it is 44% of the time. For the RLs, the
number of samples above the UB is negligible, 0.003% for RLP and 0.01% for RLB. The maximum queue
sample recorded is 25 packets for 93, 21 packets for 93g, 10 packets for RLP and 9 packets for RLB.
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The distribution of the queue and failure of the controller can also be noted by the proportion of packet
drops that are forced, that is outside the controlled region. The table shows the median across all the loads
and the range. There are no forced drops for the rls.

QM largest pq %pq above max med forced drops range of fds

93 25 36 61% 2-80%
93g 21 44 0.9% 0.6-11%
rlp 10 0.003 - -
rlb 9 0.01 - -

A 10 Mbps bottleneck
The larger pipesize gives a larger control range.
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The packet queue is more frequently below the maximum for the 93s, but a large percentage of the drops
occur above maxth.
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The table shows the largest packet queue, percentage of samples above the maximum or upper bound
and the percentage of drops made when the packet queue was below the minimum. A value of “0” indicates
a very small result, “-” indicates none found. For 93 more than 41% of samples were above the maximum
for the largest three loads and for 93g, more than 50% of samples were above maximum for the largest three
loads. Further, it is possible for an arriving packet to experience a delay considerably beyond the configured
maximum. This is not the case for the RL controllers.

QM largest packet queue %above max %drops below min range of fds

93 144 19 1.6 3-64%
93g 166 25 2.4 0-17%
rlp 64 1 - -
rlb 62 0 - -

A 45 Mbps bottleneck
The reduction of the buffer size to a single bandwidth delay product affects the minth and maxth of

the 93s. In turn, this leads to smaller delays, but more forced drops, that is drops that happen beyond the
control range.
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All utilizations were good but RL always better or equal to 93

How does 93 RED do? First look at the results where maxp = 0.1, as recommended in [7]. For uncongested
or less congested cases, the control is similar to that of RED light, though the drops happen, in general, at
a slighly lower queue size in 93 RED than for RED light. Once the link gets congested, though, the 93 RED
has a more difficult time regulating the link: the median queue size grows toward the top of the controlled
range. Many of the drops that occur are at the top of the controlled range.

4.3 Moose and mice dance

In this section, we employ a traffic load created by a mixture of HTTP clients and FTP clients. Since the
results of sections 5.1 and 5.2 give us a good picture of what happens in extreme overloads, we explore a
more intermediate region. For each bandwidth, we used the number of web clients that yielded about 50%
and about 85% utilization in section 5.2 and added first one FTP, then two FTPs. We looked at several
measures of overall performance including page completions, rough fairness, bytes transferred, median queue
size and report the most salient here.
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For stampedes as for mice, good to look at time, not just packet queue.
QM largest pq %pq above max %drops at pq=2 range of fds

93 26 33 16 35-78%
93g 26 46 12 1-18%
rlp 16 1.7 5 -
rlb 11 3 2 -
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mix medium FTPs and mice

For 93, all runs except 2 had a majority of drops as forced. For q above max, runs 4-10 were above the
max 46% of the time or more. For 93g, runs 4-10 were above the max more than half the time. For drop
tail queues, the FTPs tend to push out the Web transactions. This can be seen by computing the difference
between the share of drops received by web traffic and the share of packets sent by web traffic. For DT, this
is always a positive value, ranging from 6% at load 2 to 13% at load 10. For all the REDs, this is bounded
by the absolute value of 3% (more often slightly negative for the rls and 93). (RLP has the least variation
from zero.)

We found that all schemes were relatively fair between the two FTP clients. Web traffic got a nearly
identical overall share of the link in both RED-managed queues. In general, web packets got a slightly lesser
share of the link for the droptail queue with a single FTP while drop tail with two FTPs clearly gave the
webs a lesser share of the link than the RED-managed queues. For example, with drop tail, web packets got
55% of the FTP packet share for ISDN, 75% of the FTP packet share for T1 and E10. This supports our
observation that in drop tail queueus, the FTPs fill the queue and HTTP packets often can’t fit in the small
remaining space and are dropped. This is also supported by examining the HTTP packets’ share of the
drops divided by the HTTP packets’s share of all packet successfully sent. For most of the RED-managed
experiments, this is between 1.0-1.1, while in the drop tail queue experiments, the ratio varies from 1.1 to
2.4! Interestingly, for the E10 link, sometimes HTTP sees less than its share of drops.
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QM %q above max largest pq %drops below min lrange of fds

93 29% 166 12.5% 23-77%
93g 39% 166 7% 0-10%
RLP 1% 61 0.3% -
RLB 3% 46 0 -
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There are no drops by rls below 7 packets in the queue. (7 is the cancel thresh) and the number of drops
at 7 is negligible.

The advantages of using RED-managed queues are very clear from this data, but the superiority of RED
light over 93RED is also clear. The RED light utilzation is always equal or greater than the 93RED values.
In all experiments but one, the RED light drop rate is lower. The total web pages transfered is always
greatest for RED light. Although the 93RED median queue is lower than RED light we argue that, in light
of the other results, this represents overcontrolling of the queue. Furthermore, the difference never exceeds
12% of the total queue size and is usually less. On the other hand, we note that both RED-managed versions
are an improvement over drop tail.

For T3, median delays
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Here the 93’s perform better on delay since the parameters are tied to bandwidth.
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QM %q above max largest pq %drops below min largest delay

93 16% 281 11% 18-85%
93g 24% 294 5.5% 0
RLP 11% 208 0.02% -
RLB 28% 159 0.001% -

4.4 An overall look at the data

Recall that we are looking for a controller that works well across a range of traffic loads and can be param-
eterized in a straightforward fashion.
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1.5Mbps link

10Mbps link

45 Mbps link

93 RED params 
adjusted for bw
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• Early on, Van talks about it at NANOG, emails parameters 
with Sean Doran. I write a Bay Architecture Lab Tech Report

• Submitted for publication a couple of times

- “the authors clearly don’t understand RED”

- one reviewer was offended by the toilet, Van’s illustrative control system

• Lixia Zhang puts a draft on a web page for her students

• We do some other related work:

- large rate links (Cisco TR)

- RED policer, RED penalty box (Cisco patents)

• Some other papers published in early 2000s found problems 
with setting RED parameters, but didn’t look “beneath the 
covers” to see what was happening 

• Life goes on...
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• The world has changed a bit (traffic patterns)

• Some other AQMs: BLUE, FRED

• In about 2005/6, Van starts thinking of the queue minimum as 
robust measure of persistent queue

• Jim Gettys starts getting passionate about “bufferbloat”

• Van asks me if I have any/all of the old RED light documents. 

• I check out Jim’s website and have a long discussion with Van 
about revisiting RED...

(While making these slides, it occurs to me my “visible 
indicator” of how long I’ve been at this is now a teenager)

Revisiting RED
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• Draft paper on our work “RED in a different light”

• Paul Baran who invented much of the foundation of 
packet switching while at RAND in the early 1960’s. 
(www.rand.org/publications/RM/baran.list.html) 
wrote in RM-3638-PR (1964), describing a 
Communications Control Console (or Priority 
Control Console):

“since gross changes in loading are slowly occurring phenomena; rather, he will 
normally leave the controls set to fixed positions, except when a crisis or 
overload approaches as indicated by the red warning light. He then decides 
which users with growing demands should deprive others with less important 
duties, and to what degree. “

Is that cool or what?

“RED Light”
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